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Chapter 1. Data Choices
The Data Choices module collects and publishes anonymous usage statistics to
https://stats.opennms.org .

When a user with the Admin role logs into the system for the first time, they will be prompted as to
whether or not they want to opt-in to publish these statistics. Statistics will only be published once
an Administrator  has opted-in.

Usage statistics can later be disabled by accessing the 'Data Choices' link in the 'Admin' menu.

When enabled, the following anonymous statistics will be collected and publish on system startup
and every 24 hours after:

¥ System ID (a randomly generated UUID)

¥ OpenNMS Horizon Release

¥ OpenNMS Horizon Version

¥ OS Architecture

¥ OS Name

¥ OS Version

1. Number of Alarms in the alarms table

2. Number of Events in the events table

3. Number of IP Interfaces in the ipinterface  table

4. Number of Nodes in the node table

5. Number of Nodes, grouped by System OID

1
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Chapter 2. User Management
Users are entities with login accounts in the OpenNMS Horizon  system. Ideally each user
corresponds to a person. An OpenNMS Horizon  User represents an actor which may be granted
permissions in the system by associating Security Roles . OpenNMS Horizon  stores by default User
information and credentials in a local embedded file based storage. Credentials and user details,
e.g. contact information, descriptions or Security Roles  can be managed through the Admin Section
in the Web User Interface.

Beside local Users, external authentication services including LDAP / LDAPS, RADIUS, and SSO can
be configured. Configuration specifics for these services are outside the scope of this section.

The following paragraphs describe how to manage the embedded User and Security Roles  in
OpenNMS Horizon .

2.1. Users
Managing Users is done through the Web User Interface  and requires to login as a User with
administrative permissions. By default the admin  user is used to initially create and modify Users.
The User, Password  and other detail descriptions are persisted in users.xml  file. It is not required to
restart OpenNMS Horizon  when User attributes are changed.

In case administrative tasks should be delegated to an User the Security Role  named ROLE_ADMIN
can be assigned.

!
DonÕt delete the admin  and rtc  user. The RTC user is used for the communication of
the Real-Time Console on the start page to calculate the node and service
availability.

" Change the default admin  password to a secure password.

How to set a new password for any user

1. Login as a User  with administrative permissions

2. Choose Configure OpenNMS  from the user specific main navigation which is named as your
login user name

3. Choose Configure Users, Groups and On-Call roles  and select Configure Users

4. Click the Modify  icon next to an existing User and select Reset Password

5. Set a new Password , Confirm Password  and click OK

6. Click Finish  to persist and apply the changes

How users can change their own password

1. Login with user name and old password

2. Choose Change Password  from the user specific main navigation which is named as your login
user name

2
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3. Select Change Password

4. Identify yourself with the old password and set the new password and confirm

5. Click Submit

6. Logout and login with your new password

How to create or modify user

1. Login as a User  with administrative permissions

2. Choose Configure OpenNMS  from the user specific main navigation which is named as your
login user name

3. Choose Configure Users, Groups and On-Call roles  and select Configure Users

4. Use Add new user  and type in a login name  as User ID  and a Password  with confirmation or
click Modify  next to an existing User

5. Optional : Fill in detailed User Information  to provide more context information around the new
user in the system

6. Optional : Assign Security Roles  to give or remove permissions in the system

7. Optional : Provide Notification Information  which are used in Notification  targets to send
messages to the User

8. Optional : Set a schedule when a User should receive Notifications

9. Click Finish  to persist and apply the changes

#
By default a new User has the Security Role  similar to ROLE_USER assigned.
Acknowledgment and working with Alarms  and Notifications  is possible. The
Configure OpenNMS  administration menu is not available.

How to delete existing user

1. Login as a User  with administrative permissions

2. Choose Configure OpenNMS  from the user specific main navigation which is named as your
login user name

3. Choose Configure Users, Groups and On-Call roles  and select Configure Users

4. Use the trash bin icon next to the User to delete

5. Confirm delete request with OK

2.2. Security Roles
A Security Roles  is a set of permissions and can be assigned to an User. They regulate access to the
Web User Interface and the ReST API to exchange monitoring and inventory information. In case of
a distributed installation, the Minion  or Remote Poller  instances interact with OpenNMS Horizon
and require specific permissions which are defined in the Security Roles  ROLE_MINION  and
ROLE_REMOTING. The following Security Roles  are available:

Table 1. Functions and existing system roles in OpenNMS Horizon
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Security Role
Name

Description

anyone In case the opennms-webapp-remoting package is installed, any user can download
the Java Webstart  installation package for the remote poller from
http://opennms.server:8980/opennms-remoting/webstart/app.jnlp .

ROLE_ANONYMO
US

Allows HTTP OPTIONS request to show allowed HTTP methods on a ReST
resources and the login and logout page of the Web User Interface.

ROLE_ADMIN Permissions to create, read, update and delete in the Web User Interface and
the ReST API.

ROLE_ASSET_EDI
TOR

Permissions to just update the asset records from nodes.

ROLE_DASHBOA
RD

Allow users to just have access to the Dashboard .

ROLE_DELEGATE Allows actions (such as acknowledging an alarm) to be performed on behalf of
another user.

ROLE_JMX Allows retrieving JMX metrics but does not allow executing MBeans of the
OpenNMS Horizon  JVM, even if they just return simple values.

ROLE_MINION Minimal amount of permissions required for a Minion  to operate.

ROLE_MOBILE Allow user to use OpenNMS COMPASS mobile application to acknowledge
Alarms  and Notifications  via the ReST API.

ROLE_PROVISIO
N

Allow user to use the Provisioning System  and configure SNMP in OpenNMS
Horizon  to access management information from devices.

ROLE_READONL
Y

Limited to just read information in the Web User Interface and are no
possibility to change Alarm  states or Notifications .

ROLE_REMOTING Permissions to allow access from a Remote Poller  instance to exchange
monitoring information.

ROLE_REST Allow users interact with the whole ReST API of OpenNMS Horizon

ROLE_RTC Exchange information with the OpenNMS Horizon  Real-Time Console for
availability calculations.

ROLE_USER Default permissions of a new created user to interact with the Web User
Interface which allow to escalate and acknowledge Alarms  and Notifications .

How to manage Security Roles for Users:

1. Login as a User  with administrative permissions

2. Choose Configure OpenNMS  from the user specific main navigation which is named as your
login user name

3. Choose Configure Users, Groups and On-Call roles  and select Configure Users

4. Modify an existing User  by clicking the modify icon next to the User

5. Select the Role  from Available Roles  in the Security Roles  section

4
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6. Use Add  and Remove  to assign or remove the Security Role  from the User

7. Click Finish  to persist and apply the Changes

8. Logout  and Login  to apply the new Security Role  settings

How to add custom roles

¥ Create a file called $OPENNMS_HOME/etc/security-roles.properties.

¥ Add a property called roles , and for its value, a comma separated list of the custom roles, for
example:

roles=operator,stage

¥ After following the procedure to associate the security roles with users, the new custom roles
will be available as shown on the following image:

:imagesdir: ../../images

2.3. Web UI Pre-Authentication
It is possible to configure OpenNMS Horizon  to run behind a proxy that provides authentication,
and then pass the pre-authenticated user to the OpenNMS Horizon  webapp using a header.

The pre-authentication configuration is defined in $OPENNMS_HOME/jetty-webapps/opennms/WEB-
INF/spring-security.d/header-preauth.xml . This file is automatically included in the Spring Security
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context, but is not enabled by default.

!
DO NOT  configure OpenNMS Horizon  in this manner unless you are certain the
web UI is only accessible to the proxy and not to end-users. Otherwise, malicious
attackers can craft queries that include the pre-authentication header and get full
control of the web UI and ReST APIs.

2.3.1. Enabling Pre-Authentication

Edit the header-preauth.xml  file, and set the enabled property:

<beans:property  name=" enabled"  value=" true "  />

2.3.2. Configuring Pre-Authentication

There are a number of other properties that can be set to change the behavior of the pre-
authentication plugin.

Property Description Default

enabled Whether the pre-authentication
plugin is active.

false

failOnError If true, disallow login if the
header is not set or the user
does not exist. If false, fall
through to other mechanisms
(basic auth, form login, etc.)

false

userHeader The HTTP header that will
specify the user to authenticate
as.

X-Remote-User

credentialsHeader A comma-separated list of
additional credentials (roles)
the user should have.
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Chapter 3. Administrative Webinterface

3.1. Surveillance View
When networks are larger and contain devices of different priority, it becomes interesting to show
at a glance how the "whole system" is working. The surveillance view aims to do that. By using
categories, you can define a matrix which allows to aggregate monitoring results. Imagine you have
10 servers with 10 internet connections and some 5 PCs with DSL lines:

Server
s

Internet
Connections

Super important 1 of 10 0 of 10

Slightly important 0 of 10 0 of 10

Vanity 4 of 10 0 of 10

The whole idea is to give somebody at a glance a hint on where the trouble is. The matrix-type of
display allows a significantly higher aggregation than the simple list. In addition, the surveillance
view shows nodes rather than services - an important tidbit of information when you look at
categories. At a glance, you want to know how many of my servers have an issue rather than how
many services in this category have an issue.

Figure 1. Example of a configured Surveillance View

The visual indication for outages in the surveillance view cells is defined as the following:

¥ No services down: green as normal

¥ One (1) service down: yellow as warning

¥ More than one (1) services down: red as critical

This Surveillance View  model also builds the foundation of the Dashboard View .

3.1.1. Default Surveillance View Configuration

Surveillance Views  are defined in the surveillance-views.xml  file. This file resides in the OpenNMS
Horizon  etc  directory.

#
This file can be modified in a text editor and is reread every time the Surveillance
View  page is loaded. Thus, changes to this file do not require OpenNMS Horizon  to
be restarted.
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The default configuration looks like this:

<?xml version="1.0" encoding="UTF-8"?>
<surveillance-view-configuration
Ê xmlns:this =" http://www.opennms.org/xsd/config/surveillance-views "
Ê xmlns:xsi =" http://www.w3.org/2001/XMLSchema-instance"
Ê xsi:schemaLocation =" http://www.opennms.org/xsd/config/surveillance-views
http://www.opennms.org/xsd/config/surveillance-views.xsd "
Ê default-view =" default "  >
Ê <views >
Ê   <view name=" default "  refresh-seconds =" 300"  >
Ê     <rows>
Ê       <row-def label =" Routers"  >
Ê         <category name=" Routers" />
Ê       </row-def>
Ê       <row-def label =" Switches"  >
Ê         <category name=" Switches"  />
Ê       </row-def>
Ê       <row-def label =" Servers"  >
Ê         <category name=" Servers"  />
Ê       </row-def>
Ê     </rows>
Ê     <columns>
Ê       <column-def label =" PROD"  >
Ê         <category name=" Production "  />
Ê       </column-def>
Ê       <column-def label =" TEST"  >
Ê         <category name=" Test"  />
Ê       </column-def>
Ê       <column-def label =" DEV"  >
Ê         <category name=" Development"  />
Ê       </column-def>
Ê     </columns>
Ê   </view>
Ê </views>
</surveillance-view-configuration>

! Please note, that the old report-category  attribute is deprecated and is no longer
supported.

3.1.2. Configuring Surveillance Views

The Surveillance View  configuration can also be modified using the Surveillance View Configurations
editor on the OpenNMS Horizon  Admin  page.
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Figure 2. The Surveillance View Configurations  UI

This page gives an overview of the configured Surveillance Views  and allows the user to edit,
remove or even preview the defined Surveillance View . Furthermore, the default Surveillance View
can be selected using the checkbox in the DEFAULT column.

When editing a Surveillance View  the user has to define the viewÕs title and the time in seconds
between successive refreshes. On the left side of this dialog the defined rows, on the right side the
defined columns are listed. Beside adding new entries an user can modify or delete existing entries.
Furthermore, the position of an entry can be modified using the up/down buttons.

Figure 3. Editing a Surveillance View

Editing row or column definitions require to choose an unique label for this entry and at least one
OpenNMS Horizon  category. When finished you can hit the Save button to persist your modified
configuration or Cancel to close this dialog.

3.1.3. Categorizing Nodes

In order to categorize nodes in the Surveillance View, choose a node and click Edit  beside
Surveillance Category Memberships . Recalling from your Surveillance View , choose two categories
that represent a column and a row, for example, Servers and Test, then click Add .

3.1.4. Creating Views for Users and Groups

You can use user and group names for Surveillance Views . When the Surveillance View  page is
invoked the following criteria selects the proper Surveillance View  to be displayed. The first
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matching item wins:

1. Surveillance View name equal to the user name they used when logging into OpenNMS Horizon.

2. Surveillance View name equal to the userÕs assigned OpenNMS Horizon group name

3. Surveillance View name equal to the default-view  attribute in the surveillance-views.xml
configuration file.

3.2. Dashboard
In Network Operation Centers NOC an overview about issues in the network is important and often
described as Dashboards . Large networks have people (Operator) with different responsibilities
and the Dashboard  should show only information for a given monitoring context . Network or
Server operator have a need to customize or filter information on the Dashboard . A Dashboard  as
an At-a-glance overview is also often used to give an entry point for more detailed diagnosis
through the information provided by the monitoring system. The Surveillance View  allows to reduce
the visible information by selecting rows, columns and cells to quickly limit the amount of
information to navigate through.

3.2.1. Components

The Dashboard  is built with five components:

¥ Surveillance View : Allows to model a monitoring context  for the Dashboard .

¥ Alarms : Shows unacknowledged Alarms  which should be escalated by an Operator .

¥ Notifications : Shows outstanding and unacknowledged notifications sent to Engineers .

¥ Node Status : Shows all ongoing network Outages.

¥ Resource Graph Viewer : Shows performance time series reports for performance diagnosis.

The following screenshot shows a configured Dashboard  and which information are displayed in
the components.
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